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LeakyTree:

Novel attack to leak attacker-chosen pages 

from Linux KSM bit-by-bit in cross-container 

and cross-vm scenarios

𐂖  Linux Kernel, Deduplication Attacks, Side Channels

Kernel Samepage Merging, Red-Black Tree

  KSM orders deduplicated pages on a red-black tree

  Tree traversals leave cache traces on attacker pages

  Attackers can then apply binary search on a target page
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Kernel Mechanism to transparently deduplicate pages with the same content

Deduplicated pages are marked read-only and duplicated via copy-on-write
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Previous KSM attacks are based on the copy-on-write side channel
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Page needs to get deduplicated, requires guessing the entire page first: 𝑂(2𝑛)
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A kernel thread scans mergeable memory and with two red-black trees
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A kernel thread scans mergeable memory and with two red-black trees
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Novel attack against KSM internals that leaks deduplicated pages in 𝑂(𝑛)

Insert Nodes Choose Oracles Binary Search

We designed unprivileged primitives for the KSM stable tree:

  (P1) Insertion of node, (P2) Query node on tree, (P3) Measure cache
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Insert attacker nodes on the left and right subtree of 𝑇

...

Red-Black Tree Rebalancements
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Pick the closest attacker nodes to 𝑇  within its subtrees
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Use the oracles to perform a binary search over 𝑇min and 𝑇max
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LeakyTree leaks deduplicated pages bit-by-bit via KSM internals

LeakyTree: Cross-VM Bit-by-Bit Deduplicated Page 

Leakage via Linux Kernel Samepage Merging Internals

Martínez et al. — Graz University of Technology

  First attack against KSM internals

  Leakage complexity dropped from 𝑂(2𝑛) to 𝑂(𝑛)

  Proxmox VE considering disabling KSM by default
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