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Overview isec.tugraz.at 

Fence2Pwn:

Technique to bypass heap hardening by using 

a lesser-known production-aimed debug 

allocator

𐂖  Linux Kernel, Software Exploitation, Side Channels

Cross-cache Attacks, Memory Allocators

  Linux Slab allocator has multiple defenses in depth

  KFENCE bypasses Slab’s hardened allocation path

  Attackers can exploit the alternative path
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Linux Kernel Slab Allocator isec.tugraz.at 

Slab (SLUB) is the core Linux Kernel heap memory allocator

Contains comprehensive defense-in-depth mechanisms against exploitation

D1: Heap Segregation

SLAB_BUCKETS

SLAB_VIRTUAL

TYPED_KMALLOC_CACHES

D2: Sanitization

{KASAN,KMSAN}_*

KASAN_HW_TAGS

INIT_ON_{ALLOC,FREE}

D3: Randomization(s)

RANDOM_KMALLOC_CACHES
D1

SLAB_FREELIST_RANDOM

Most importantly, objects are segregated:

1 free(vuln_sketchy_object)       // -> UAF Weak Code Object

2 very_important_object = alloc() // -> Even With Same Size

3 write(vuln_sketchy_object)      // -> No UAF Memory Overlap

D4: Other

SAMSUNG RKP

HUAWEI HYPERVISOR

OTHER DOWNSTREAM
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Cross-cache Attacks isec.tugraz.at 

Technique to reclaim cross-domain memory via the physical allocator

Apply free pressure on Cache A

  Page(s) containing old A are freed

Apply alloc pressure on Cache B

  Page is re-allocated for new B

  UAF moved from A to B

Object 

Cache A

Object 

Cache B

Object 

Cache C

Slab Allocator

Physical Memory Allocator

UAF PWN▼ ▲

▲▲

Future of Cross-cache Attacks

  Memory Tagging probabilistically defends against them In Deployment

  SLAB_VIRTUAL deterministically mitigates them Not Deployed
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Kernel Electric Fence (KFENCE) isec.tugraz.at 

A sample-based memory allocator designed to detect memory-safety errors

Every 100ms, KFENCE short-circuits the Slab allocator for a single allocation

Properties

Placement is 1/2 randomized

Freed pages are guarded

Operates in FIFO mode

Default Enabled

hardening.config
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KFENCE Weaknesses isec.tugraz.at 

We analyzed KFENCE and found five potential weaknesses

(W2) Lack of Heap Segregation

𐁦 𐁦
alloc free alloc

(W5) Non-fatal Error Handling

Default & common mode is log-only

  Retry until privilege escalation

  Delete all logs

(W3) Memory Tagging (MTE) Bypass

1 void * __kasan_slab_alloc(   void *object)

2 {

3   // ...

4   if (is_kfence_address(object))

5     return (void *)object;

6

7   tag = assign_tag(cache, object, false);

8   tagged_object = set_tag(object, tag);

9   // ...

10   return tagged_object;

11 }

…
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Side-channel on KFENCE Allocations isec.tugraz.at 

(W1) Latency and periodicity on allocating syscalls signal KFENCE activity
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Fence2Pwn isec.tugraz.at 

A cache-agnostic object-overlapping technique that bypasses Slab

Target KFENCE Estimate len(freelist) Discard N + Reclaim

Failed attempts due to non-overlapping KFENCE objects do not crash

  An attacker can retry indefinitely until good 1/2 random placement
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Kernel Object Reclaim isec.tugraz.at 

Object type diagram of reclaimed memory from previous UAF
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Bypass of current and future mitigations

  Heap Segregation - Protected Objects (RKP)

  Memory Tagging - Slab Virtual
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Naive Spray-based Exploitation isec.tugraz.at 

High-uptime systems concentrate reclaim activity on fewer slots

Long-lived objects hoard KFENCE memory slots as they do not deallocate

  Allocations and deallocations concentrate on few slots

  More likely to reclaim target UAF object slots during sprays
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Defenses and Patches isec.tugraz.at 

Our research motivated three patches upstream

1. Disabling KFENCE on MTE

  MTE disables KFENCE at boot time

2. Dedicated crash-on-fault toggles

  Better KFENCE fault controls

3. Freelist Fisher-Yates Shuffle

  Further freelist randomization

Heap segregation remains unsolved

Slab Mitigation Bypass

Uncovers Obscure Bugs

Disable KFENCE?

“[…] I don’t see a way to resolve it

without just disabling it […]”
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Conclusion isec.tugraz.at 

KFENCE can be used by an attacker to bypass state-of-the-art heap defenses

Fence2Pwn: KFENCE-Enabled Kernel Exploitation 

Bypassing Slab Hardening and Memory Tagging

Martínez et al. — Graz University of Technology

  Novel Technique on Unexplored Surface

  Major Distributions Impacted

  Unclear Mitigation
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